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Privacy Statement

TomoTherapy Incorporated is committed to providing medical equipment that helps customers to be compliant with the Health Insurance
Portability and Accountability Act of 1996 (HIPAA). The following specific features and design measures have been incorporated into the
TomoTherapy Hi*ART System® to facilitate this:

e The TomoTherapy Hi*Art ® network is physically distinct and has a single point of connection to the rest of the institution's network.

e The point of connection between the facility and TomoTherapy Hi®Art networks is protected by a firewall device, typically configured to
allow only specific, controlled forms of network traffic (for example, DICOM import).

e The Planning Station and Operator Station are protected by Windows system passwords, and TomoTherapy applications are protected
by user-specific passwords.

e A user-level screen lock capability is provided on TomoTherapy Hi®ART workstations.

Warranty Information

If the Planning Station or Operator Station software, planning system, optimizer cluster, or treatment system hardware is modified in any manner
all warranties associated with the software and equipment shall become null and void. TomoTherapy Incorporated does not assume any
responsibility or liability with respect to unauthorized modification or substitution of subsystems or components.

The TomoTherapy Hi- Art System, including each computer workstation and associated system software, has been extensively validated to
demonstrate that the system will perform as expected. The installation of additional software not released by TomoTherapy Incorporated (e.g.
third party, off the shelf, etc.) on these computer workstations is not permitted. This includes any Microsoft Windows updates. Any effect on the
safe and intended operation of the Hi- Art system caused by the infroduction of additional software is unknown and TomoTherapy cannot be
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responsible for any impact caused by adding such software.

Hi® ART® Hardware and Software Maintenance
Only qualified service personnel should service or maintain system hardware components. If you determine that the TomoTherapy Hi- Art System

requires service, always contact the qualified service technician employed by your facility.

If you feel that any Hi- Art System software application does not perform as expected, or provides results that are not consistent with your
established clinical and research protocols, call TomoTherapy Incorporated.

Protocols for Remote Access

e For service-related procedures, the customer may choose to grant TomoTherapy Incorporated remote access to computers that contain
pertinent files. The following protocols for remote access must be enforced by the customer and TomoTherapy Incorporated:

e Until there is a need for TomoTherapy Incorporated to retrieve files, the customer must ensure that any means to allow access to the
computer is disabled.

e Before retrieving files, TomoTherapy Incorporated must obtain the customer’s consent.

e Before the customer enables remote access, and during the time TomoTherapy Incorporated is retrieving files, the customer must ensure
that a treatment is not started or in progress.

e Once the necessary files have been retrieved, TomoTherapy Incorporated shall notify the customer. The customer is then responsible for
ensuring that any means to allow access to the computer has been disabled.

e TomoTherapy Incorporated respects customer and patient confidentiality in accodance with the Health Insurance Portability and
Accountability Act of 1996 (HIPAA). TomoTherapy Incorporated will not use retrieved files for purposes other than to provide system
support for the customer.

Instructions for Use of the Hi-Art System

TomoTherapy user documentation applies to safe and effective use of the Hi-Art System by educated dosimetrists, theraphists, and physicists.
Personnel must be trained by TomoTherapy Incorporated before the Hi-Art System is used for research or clinical purposes. TomoTherapy Hi-Art
System documentation was originally drafted, approved and supplied in English (U.S.).

The following statements are intended to alert the user to potential conditions that could result in injury to the patient (warning) or conditions that
could affect system components (caution).

AT\ Warning  Warning statements describe possible conditions that can result in serious or fatal injury to the
° patient or facility personnel. Each warning gives the possible condition and how to avoid it.

AT\ Caution  Caution statements describe possible conditions that can affect system performance or cause
° damage to system components. Each caution gives the possible condition and how to avoid it

TomoTherapy Incorporated

TomoTherapy Incorporated
1240 Deming Way
Madison, WI 53717 USA

For more information, to request documentation, or if you have a service issue, please contact the Customer Contact Center: Telephone support
is available 24 hours a day, 7 days a week. Support is also available through email at: support@tomotherapy.com.
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Customer Care Center

Country/Region

Toll-Free Number

North America

1 866 368 4807

Belgium 0800 38783
France 0805 631 565
Germany 0800 000 7541
Italy 800 986 399
Netherlands 0800 0201364
Spain 800 300049
Switzerland 0800 001927

United Kingdom

0808 238 6035

Hong Kong 800 967912
Japan 0044 22 132374
Singapore 800 1204 683

South Korea

0079 81 4800 7204

IAll other locations

1 608 824 2900 or
32 2 400 44 44
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1 Conformance Statement Overview

This document specifies the compliance to DICOM conformance requirements for the relevant
networking features on TomoTherapy Incorporated's HI-ART System. The TomoTherapy HI-ART
System® requires HI-ART 3.X Release software as a minimum for this Conformance Statement to

apply.
Table 1. Network Services

. User of Service Provider of
Networking SOP Classes (SCU) Service (SCP)
Object Storage
CT Image Storage Yes Yes
RT Structure Set Storage Yes Yes
RT Dose Storage Yes —
RT Plan Storage Yes —

NOTE: Support for some of these services may be separately licensable options. Details about
licensable options can be found in TomoTherapy marketing and sales documentation.
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3 Introduction

3.1

Audience

The reader of this document is concerned with software design and/or system integration issues. It
is assumed that the reader of this document is familiar with the DICOM Standards and with the
terminology and concepts that are used in those Standards.

If readers are unfamiliar with DICOM terminology they should read the DICOM Standard before
reading this Conformance Statement document.

3.2

Remarks

The use of this DICOM Conformance Statement, in conjunction with the DICOM v3.X Standards,
is intended to facilitate communication with TomoTherapy Hi-ART equipment. However, by itself,
it is not sufficient to ensure that inter-operation will be successful. The user (or user’s agent) needs
to proceed with caution and address at least four issues:

Integration: The integration of any device into an overall system of interconnected
devices goes beyond the scope of standards (DICOM v3.X), and of this DICOM
Conformance Statement when interoperability with non-TomoTherapy equipment is
desired. The responsibility to analyze the applications requirements and to design a
solution that integrates TomoTherapy equipment with non—-TomoTherapy systems is the
user’s responsibility and should not be underestimated. The user is strongly advised to
ensure that such an integration analysis is correctly performed.

Validation: Testing the complete range of possible interactions between the
TomoTherapy HI-ART System and non—-TomoTherapy devices, before the connection is
declared operational, should not be overlooked. Therefore, the user should ensure that any
non—-TomoTherapy provider accepts full responsibility for all validation required for their
connection with the TomoTherapy HI-ART System. This includes the accuracy of the
image data once it has crossed the interface between the HI-ART System and the non-
TomoTherapy device and the stability of the image for the intended applications.

Such a validation is required before any clinical use (treatment planning and/or delivery)
is performed. It applies when images acquired on non-TomoTherapy imaging equipment
are processed/displayed on a HI-ART workstation, and when images are exported from the
TomoTherapy HI-ART System to a non-TomoTherapy device.

Future Evolution: TomoTherapy understands that the DICOM Standard will evolve to
meet the user’s growing requirements. TomoTherapy is actively involved in the
development of the DICOM v3.X Standard. DICOM v3.X will incorporate new features
and technologies and TomoTherapy may follow the evolution of the Standard. Evolution
of the Standard may require changes to the TomoTherapy Hi-ART System. In addition,
TomoTherapy reserves the right to discontinue or make changes to the support of
communications features (on its products) reflected on by this DICOM Conformance
Statement. The user should ensure that any non—-TomoTherapy provider, which connects
with the TomoTherapy Hi-ART System, also plans for the future evolution of the DICOM
Standard. Failure to do so will likely result in the loss of function and/or connectivity as
the DICOM Standard changes and the HI-ART System is enhanced to support these
changes.
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e Interaction: It is the sole responsibility of the non—-TomoTherapy provider to ensure that
communication with the interfaced equipment does not cause degradation of
TomoTherapy HI-ART System performance and/or function.

3.3 Definitions, Terms, and Abbreviations

AE Application Entity

DICOM Digital Imaging and Communications in Medicine
IMS Information Management System

SCP Service Class Provider

SCU Service Class User

SOP Service-Object Pair

TCP/IP Transmission Control Protocol/Internet Protocol
uiD Unique ldentifier

3.4 References
e Digital Imaging and Communications in Medicine (DICOM), NEMA PS 3.1-3.18, 2007

100534 A



4 Networking

4.1 Implementation Model

4.1.1 Application Data Flow

Two diagrams illustrate the application model, one for TomoProvider in the SCP role and
one for TomoUser in the SCU role.

4.1.1.1 TomoProvider (SCP) Application Data Flow Diagram

This implementation model provides for import of DICOM-compatible CT Images
and RT Structure Sets from an external system. The external DICOM-compliant
system, acting as a Service Class User (SCU), initiates the transfer to the
TomoProvider Application Entity using the DICOM Storage Service Class. The
TomoProvider Application Entity, which is a Service Class Provider (SCP),
responds dynamically to receive the data and prepares them for storage in a format
that complies with TomoTherapy protocols. The TomoProvider also supports the
ECHO protocol for externally initiated verification sequences. As such, no local
operator action is necessary to receive data.

The TomoProvider Application Entity is invoked by the following real-world
activities:

Image
stored on
TomoTherapy
Data Server

External
system sends
CT Image

—p»  TomoProvider ——

External
system sends
RT Structure
Set

Structure Set
stored on
TomoTherapy
Data Server

——pp» TomoProvider ——

External
system sends
Verification
Request

—» TomoProvider

DICOM
Interface

Figure 1: TomoProvider (SCP) Application Data Flow Diagram
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4.1.1.2 TomoUser (SCU) Application Data Flow Diagram

This implementation model provides for export of DICOM-compatible CT image
and Tomolmage sets, RT Structure Set objects, RT Dose objects and RT Plan
objects to an external system using the corresponding DICOM Information Object
Definitions (10Ds). The TomoUser Application Entity is invoked by the following
real-world activities:

Export: The user initiates a DICOM transfer to an external system from the HI-ART
workstation. The workstation generates a request to the TomoUser Application
Entity, containing information identifying the TomoTherapy database object to be
transmitted to the external system. The TomoUser Application Entity, acting as a
Service Class User (SCU), initiates the transfer to the external DICOM-compliant
system, using the appropriate DICOM Storage Service Classes. The data are
conditioned from TomoTherapy data into DICOM-compliant data at send time.

Verification: The user initiates a DICOM Verification from the Hi-ART workstation
to an external system. The workstation generates a request to the TomoUser server.
This request initiates the C-ECHO on the TomoUser server to the external system.

DB object and
DICOM destination

data stored on
TomoTherapy Data
Server

Corresponding
DICOM object(s)

User initiates
export for selected

Tomo DB object TomoUser sent to requested
and destination destination
connection test for TomoUser

requested
destination

selected destination

Destination data stored
on TomoTherapy Data
Server

DICOM
Interface

Figure 2: TomoUser (SCU) Application Flow Diagram



4.1.2 Functional Definition of AEs
4.1.2.1 Functional Definition of Storage SCP Application Entity

The TomoProvider Application Entity resides on the TomoTherapy Data Server
machine. It starts when the station on which it resides is brought up, and runs
continuously until the station is brought down. After initialization, TomoProvider
waits for an association request at the port address configured for its Application
Entity Title. When an external system requests an association, TomoProvider
checks the presentation and application contexts to see if a valid context has been
proposed. After a valid context is proposed and TomoProvider accepts the
association, it waits for C-ECHO and C-STORE commands from the external
system. TomoProvider maintains the association until the external system initiates
the release process or initiates an abort.

4.1.2.2 Functional Definition of Storage SCU Application Entity

The TomoUser Application Entity resides on the TomoTherapy Data Server
machine. It starts when the station on which it resides is brought up, and runs
continuously until the station is brought down. After initialization, TomoUser waits
for a user request from a Hi-ART workstation. This request specifies the AE Title,
port, and address for the association. TomoUser constructs a context and proposes it
to the SCP. If accepted, it then attempts the requested operation. If the requested
operation is a C-ECHO, it verifies the connection. If the requested operation is a C-
STORE, it performs the appropriate C-STORE commands until all objects are
transmitted or a failure is received.

4.1.3 Sequencing of Real-World Activities
4.1.3.1 TomoProvider (Storage SCP) Sequencing

If the external system acting as an SCU sends the CT Image series and associated
(referencing) RT Structure Set(s) to TomoProvider in separate associations, then the
CT Image must precede the RT Structure Set(s).

For an external system acting as an SCU, all CT Image objects of interest in a given
CT series must be sent to TomoProvider in a single association, i.e. a second set of
images belonging to an existing series cannot be appended to the initial series.

If multiple objects are sent to TomoProvider within the same association, the
sequencing of those objects within the association is not relevant.

4.1.3.2 TomoUser (Storage SCU) Sequencing
Under normal workflow conditions the following sequencing constraints apply:

e TomoTherapy Data Server entities can be selected and transmitted via
DICOM in any order. However, it is usual to export diagnostic CT
image sets (if required) before plan and dose information.

e Diagnostic CT information or Tomolmage information can be sent at
any time. Both image types use the standard CT Image 10D.
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A TomoTherapy Plan and its associated (plan-level) structure set are
selected and exported independently. The RT Plan and RT Structure
Set information cannot be sent until the corresponding TomoTherapy
treatment plan has been approved (i.e. ‘Final Accept’ has been
performed on the TomoTherapy Planning Station).

When a disease-level (imported) structure set is selected, only an RT
Structure Set object is sent. It does not require the existence of
corresponding plans, approved or otherwise.

When dose information is selected, only an RT Dose object is sent.
The dose information cannot be sent until the corresponding treatment
plan has been approved (i.e. ‘Final Accept’ has been performed on the
TomoTherapy Planning Station).



4.2 AE Specifications

4.2.1

Storage SCP (TomoProvider) Application Entity Specification

4.2.1.1 SOP Classes

TomoProvider provides Standard Conformance to the following DICOM v3.X SOP
Classes as an SCP. TomoProvider never acts in the role of an SCU.

Table 2. SOP Classes for TomoProvider Storage

SOP Class SOP Class UID

CT Image Storage 1.2.840.10008.5.1.4.1.1.2

RT Structure Set Storage 1.2.840.10008.5.1.4.1.1.481.3
Verification 1.2.840.10008.1.1

4.2.1.2 Association Establishment Policy

4.2.1.2.1 Generdl

The standard application context name for DICOM 3.X is always
proposed:

Table 3. DICOM Application Context for TomoProvider Storage

Application Context Name 1.2.840.10008.3.1.1.1

TomoProvider is started as a service on the TomoTherapy Data Server PC
approximately one minute after the Data Server initializes. After
initializing, TomoProvider waits for association requests. When a
successful association is made, a new thread is started to handle requests
on the association. This process will receive one request at a time, process
it, and send a response before reading the next request from the external
system. The process will close the association if it has been idle for more
than the configured time, if an unrecoverable error is reported, or if the
Service Class User releases the connection.

TomoProvider does not place any restrictions on the maximum PDU size
received from the sending SCU.

TomoProvider sets its maximum PDU size to 8192.

4.2.1.2.2 Number of Associations

TomoProvider places no limits on the number of concurrent associations.
All transfers of a single image series must be performed using the same
association.
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Table 4. Number of Associations Accepted for TomoProvider Storage

Maximum number of simultaneous

o No limi
associations © limit

4.2.1.2.3 Asynchronous Nature

Although there may be concurrent associations, objects are processed in a
serial fashion. TomoProvider processes each object in turn and sends a
response before processing the next object. Therefore, there is no
asynchronous activity in this implementation.

Table 5. Asynchronous Nature as an SCP for TomoProvider Storage

Maximum number of outstanding

X 1
asynchronous transactions

4.2.1.2.4 Implementation Identifying Information

The implementation information for this application entity is:

Table 6. DICOM Implementation Information for TomoProvider

Storage
SOP Class SOP Class UID
Implementation Class UID 1.2.826.0.1.3680043.2.200.1

Implementation Version Name 3. X.x.xxx depending upon build version

4.2.1.3 Association Initiation Policy

TomoProvider does not initiate any associations.

4.2.1.4 Association Acceptance Policy

There following Real World Activities may establish an association with the
TomoProvider:

e The external system requests storage for a CT Image Series and
associated RT Structure Set(s) in the same association.

e The external system requests storage for a CT Image Series in one
association, then RT Structure Set(s) in one or more separate
associations.

e The external system requests storage for multiple related objects, one or
more of which include an abstract syntax that is accepted but not stored.

The TomoProvider acts the same way in making the association for each of these
cases, so the association acceptance policy for all of these real world activities is
grouped in "Receive Objects" below.



4.2.1.4.1 Activity — Receive Objects

4.2.1.4.1.1 Description & Sequencing of Activities

The Associated Real-World Activity is an attempt by an
external system to connect to the TomoProvider for CT
Image or RT Structure Set storage.

4.2.1.4.1.2 Accepted Presentation Contexts

The table below indicates which presentation contexts the
TomoProvider will accept. The IODs RT Image, RT Dose,
and RT Plan are accepted but not processed by the
TomoProvider AE, i.e. the presence of these objects in an
association will be ignored but will not cause the DICOM
transfer to fail.

Table 7. Acceptable Presentation Contexts for Receive Obijects

Presentation Context Table

Role Ext
Abstract Syntax Transfer Syntax
Neg
Name .
Name SOP Class UID List UID List
CT Image
Storage 1.2.840.10008.5.1.4.1.1.2
RT Image 1.2.840.10008.5.1.4.1.1.481.1
Storage DICOM
RT Dose Implicit
Storage * 1.2.840.10008.5.1.4.1.1.481.2 VR Little 1.2.840.10008.1.2 SCP None
Endian

RT Structure

1.2.840.10008.5.1.4.1.1.481.3

Set Storage
RT Plan

1.2.840.10008.5.1.4.1.1.481.5

Storage *

NOTE 1: * denotes that object is not processed by application

NOTE 2: Support for some of these services may be separately licensable options. Details about

licensable options can be found in TomoTherapy marketing and sales documentation.

Table 8.

4.2.1.4.1.3 Conformance for all Storage SOP Classes

TomoProvider will return one of the following error statuses
when the C-STORE command is not successful.

Error Statuses (all Storage SOP Classes)

Status Code

Meaning Remedy

0110

Processing failure

Examine reason code, fix problem, and
retransmit

0118

Unknown SOP A command with an unknown SOP class

Class

was received; examine operation attempted
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Status Code Meaning Remedy
on SCU and retry as appropriate.

Review attribute field in error response to
identify missing attribute. Correct problem
and retry.

Image/RT Structure Set already received
successfully

Unrecognized An invalid data command, SOP Instance, or
operation other corruption was detected; retransmit.

Memory problem in server; database table
0213 Resource limitation  full; identify particular problem and see
appropriate documentation for resolution.

The given combination of elements, and/or
its conjunction with the referenced CT
image does not satisfy the required
conditions

A required field was

0120 not present

0210 Duplicate instance

0211

Ccoo1 Cannot understand

4.2.1.4.1.4 SOP Specific Conformance for CT Image
Storage and RT Structure Set Storage
Classes

TomoProvider provides Level 0 Conformance to the C-
STORE operations (local). Each SOP Class saves a particular
subset of attributes (identified in Annex 8.1) from the
transmission. All other attributes are discarded. When the C-
STORE operation is successful, the CT Image or RT
Structure Set is normally written to the Data Server. In the
event that data is not written to the Data Server, the reason for
failure will be identified in the Tomo Event Log facility as
described in Section 4.4.1.2.

The data received by TomoProvider is accessible through the
Planning Station software included with the TomoTherapy
HiI-ART System. TomoProvider does not delete any data that
it stores. Planning Station and Operator Station users
determine its persistence duration.

Additional SOP-specific error codes are identified in the
following table:

Table 9. Error Statuses (CT Image Storage or RT Structure Set Storage
SOP Classes)

Status Code Meaning Remedy

Image/RT Structure Set already received
successfully

Image/RT Structure Set already received
successfully

0111 Duplicate instance

0210 Duplicate invocation
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4.2.1.4.1.5 SOP Specific Conformance for Verification
Class

TomoProvider provides standard conformance to the DICOM
Verification Class as a Service Class Provider.

4.2.1.4.1.6 Presentation Context Acceptance Criterion

TomoProvider will always accept a Presentation Context for
the Verification SOP Class with the DICOM Default Transfer
Syntax. Additionally, TomoProvider will accept up to five of
the above-mentioned Presentation Contexts on an association
with the DICOM Default Transfer Syntax.

4.2.1.4.1.7 Transfer Syntax Selection Policies

TomoProvider accepts only the DICOM default transfer
syntax.

4.2.2 Storage SCU (TomoUser) Application Entity Specification

4.2.2.1 SOP Classes

TomoUser provides Standard Conformance to the following DICOM v3.X SOP
Classes as an SCU. TomoUser never acts in the role of an SCP.

Table 10. SOP Classes for TomoUser Storage

SOP Class

SOP Class UID

CT Image Storage (for diagnostic images
and Tomolmages)

1.2.840.10008.5.1.4.1.1.2

RT Structure Set Storage 1.2.840.10008.5.1.4.1.1.481.3
RT Dose Storage 1.2.840.10008.5.1.4.1.1.481.2
RT Plan Storage 1.2.840.10008.5.1.4.1.1.481.5
Verification 1.2.840.10008.1.1

NOTE: Support for some of these services may be separately licensable
options. Details about licensable options can be found in TomoTherapy
marketing and sales documentation.

4.2.2.2 Association Establishment Policy
4.2.2.2.1 General

The standard application context name for DICOM 3.X is always

proposed:

Table 11. DICOM Application Context for TomoUser Storage

Application Context Name 1.2.840.10008.3.1.1.1
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TomoUser operates as an SCU server, available at all times to service
Workstation User requests. A user initiates a DICOM export activity. The
workstation software constructs a request with the user data and transmits
it to the TomoUser server. While the TomoUser server is performing the
request, the workstation software periodically queries the TomoUser
server for current transmission status. If the TomoUser completes the
transaction successfully, the Export icon is dismissed from the desktop. If
the TomoUser server completes the transaction unsuccessfully, the Export
icon is available to the user to report the full history of the specific
request.

TomoUser does not place any restrictions on the maximum PDU size
received from the sending SCP.

TomoUser sets its maximum PDU size to the size configured for the
particular DICOM destination involved in the association.

4.2.2.2.2 Number of Associations

TomoUser initiates only one association at a time. Subsequent requests
are queued pending completion of the current operation.

Table 12. Number of Associations Proposed for TomoUser Storage

Maximum number of simultaneous

o 1
associations

4.2.2.2.3 Asynchronous Nature

All TomoUser activities are performed synchronously. However,
TomoUser activities are asynchronous with respect to the TomoTherapy
HI-ART System itself (transfer activity does not block operation of the
HI-ART System).

Table 13. Asynchronous Nature as an SCU for TomoUser Storage

Maximum number of outstanding

X 1
asynchronous transactions

4.2.2.2.4 Implementation Identifying Information

The implementation information for this application entity is:

Table 14. DICOM Implementation Information for TomoUser Storage

SOP Class SOP Class UID

Implementation Class UID 1.2.826.0.1.3680043.2.200.1

Implementation Version Name 3.X.x.xxx depending upon build version




4.2.2.3 Association Initiation Policy

TomoUser initiates an association upon receiving a request from the Workstation
software. The initiation occurs based on one of two real-world activities:

e Workstation user tests an external destination.

e Workstation user pushes one or more of the supported entities to an external
destination.

4.2.2.3.1 Activity — Send Obijects

4.2.2.3.1.1 Description & Sequencing of Activities

The Associated Real-World Activity is an attempt by a
TomoTherapy application to connect to the TomoUser AE to
initiate storage of a supported object at an external storage
SCP.

4.2.2.3.1.2 Proposed Presentation Contexts

The table below indicates which presentation contexts the
TomoUser may propose to the storage SCP.

Table 15. Proposed Presentation Contexts for Send Obijects

Presentation Context Table

Rol Ext
Abstract Syntax Transfer Syntax ol | =X
Neg
Name .
Name SOP Class UID List UID List
CT Image 1.2.840.10008.5.1.4.1.1.2
Storage
RT Dose 1.2.840.10008.5.1.4.1.1.481.2 DICOM
Storage Implicit
; 1.2.840.10008.1.2 SCU  None
RTStUCUre 1 5 640,10008.5.1.4.1.1.481.3  pp
Set Storage L. .1UUUVUO.O.1L.4.1.1. . Endlan
RT Plan
Storage 1.2.840.10008.5.1.4.1.1.481.5
4.2.2.3.1.3 SOP Specific Conformance for All SOP
Classes
TomoUser provides Level 0 Conformance as an SCU. The
following table describes processing of status codes received
from a Storage SCP.
Table 16. Warning and Error Statuses
Status Code Meaning TomoUser Response
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Status Code Meaning TomoUser Response

0106 Err(_)r: invalid Association released. Error reported.
attribute

0107 Wa'r ning: bad Association released. Error reported.
attribute

0110 Processing failure  Association released. Error reported.

0111 Duplicate instance  Association released. Error reported.
Error: no object L

0112 instance Association released. Error reported.

0115 Error. invalid Association released. Error reported.
argument

0116 Warning: value out Association released. Error reported.
of range

0118 Slg(s);: no such SOP Association released. Error reported.

0119 Error_: class instance Association released. Error reported.
conflict

0120 Err(_)r: missing Association released. Error reported.
attribute
Error: SOP L

0122 unsupported Association released. Error reported.

0210 Error: duplicate Association released. Error reported.
request

0211 Error: gnrecognlzed Association released. Error reported.
operation

0213 I_Err_o f- resource Association released. Error reported.
limitation

A700 Refused: out of Association released. Error reported.
resources

A900 E(ror: data set Association released. Error reported.
mismatch

B0O0O Warning: data_ Association released. Error reported.
element coercion

B006 V\_/arnmg: elements Association released. Error reported.
discarded

B0OO7 Wwarning: data set Association released. Error reported.

mismatch

CO001 and all others

Error: cannot
understand

Association released.

Error reported.

4.2.2.3.1.4 SOP Specific Conformance for Verification

TomoUser provides standard conformance to the DICOM

Class

Verification Class as a Service Class User.



4.3 Network Interfaces

4.3.1 Physical Network Interface

TomoProvider and TomoUser are indifferent to the physical medium over which TCP/IP
executes. This behavior is inherited from the Windows 2000 or Windows XP system upon
which they reside. In TomoTherapy applications the physical medium will be 100BaseT or
faster.

4.3.2 Additional Protocols

No additional protocols.

4.4 Configuration

4.4.1 AE Title/Presentation Address Mapping
4.4.1.1 Local AE Titles
The default AE Title for the SCP Application Entity is TomoProvider.

The AE Title for the SCU Application Entity is TomoUser. The AE Title is not
configurable.

Table 17. AE Title Configuration Table

Application Entity Default AE Title Default TCP/IP

Port
Storage SCP TomoProvider 104
Storage SCU TomoUser Not applicable

The Dicom.properties file in the $CONFIG directory provides address
mapping information. A mapping is permitted between the TomoProvider, its AE
Title, and its port. At installation, these are defined in the Dicom.properties
file specified above as:

ProviderAETitle = TomoProvider
Port = '104"

They may be changed as required by site needs.

4.4.1.2 Remote AE Title/Presentation Address Mapping

Configuration of DICOM remote AE destinations is made using the “DICOM
Destination Maintenance Utility” in the “DICOM options...” selection of the
TomoTherapy application tools menu. This option is available on both the
TomoTherapy HI-ART Operator Station (installed outside the treatment bunker) and
on the TomoTherapy HI'ART Planning Station (typically located in the treatment
planning room). Privileged access may be required to select this option.
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Users with appropriate permissions may configure the following fields for every
remote DICOM Application Entity with which the TomoUser communicates:

e Name used for selection (a descriptive name for the export destination
you are creating or editing)

e Application Entity Title (the AE title for the export destination you are
creating or editing). This information is available from the DICOM
Conformance Statement of the remote equipment.

e Machine name or IP Address (the network location for the export
destination you are creating or editing)

e IP port (the IP Port used by the export destination you are creating or
editing). This information is available from the DICOM Conformance
Statement of the remote equipment.

e Connection timeout (seconds) (the length of time the TomoTherapy
export service will attempt to connect to the remote destination). Range
0-300 seconds, default 30 seconds.

¢ Maximum packet size (the maximum data size of each data packet that
the HI-ART System will export). Default 8k; most treatment planning
systems accept 8k or 32k — this information is available from the
DICOM Conformance Statement of the remote equipment.

Options are available in the user interface to add, delete or change these
configuration parameters.

Note: For diagnostic purposes, the last transmitted object of a transmitted series is
always stored in DICOM Part 10 format. Its default location is defined in
LogFile.properties. The file name isdicom.out.

Note: Logs of the activities of the TomoProvider server are kept in file
TomoLog_EDI . tlg indirectory c:\tomo\logs.

Note: Logs of the activities of the TomoUser server are kept in file
TomoLog_ EXP.tlg indirectory c:\tomo\logs.

4.4.2 Parameters

Table 18. Configuration Parameters Table

Configurable

Parameter Default Value
(Yes/No)
General
DebugPath (path for location of Yes c:/tomol/logs (configurable in
debugging files) $CONFIG/Dicom.properties)
DebugLevel (level of debugging
information generated): -1 (configurable in
-1 = no debugging info generated ves $CONFIG/Dicom.properties)

0 = DICOM debug file generated




Configurable

Parameter Default Value
(Yes/No)
SCP (TomoProvider)
. TomoProvider (configurable in
SCP Local AE Title ves $CONFIG/Dicom.properties)
. . 104 (configurable in
Port (SCP listening port) ves $CO(NFIG?Dicom.properties)
SCP Maximum PDU Size sent No 8192
SCP Maximum PDU Size received No No limit
SCP Number of Associations No No limit
VerticalDeviation: The maximum
tolerated variation (in cm) in vertical
image position across the slices of Yes 0.01

an imported CT data set, as defined
in the attribute Image Position
(Patient) (0020,0032).

Socket Timeout: The SCP Remote Yes 60 (configurable in
Connection Timeout. $CONFIG/Dicom.properties)

SCU (TomoUser)
SCU Maximum PDU Size received No No limit
8192 (configurable from DICOM

SCU Maximum PDU Size sent Yes Destination Maintenance Utility)

No default (configurable from
SCU Remote AE Title Yes DICOM Destination Maintenance

Utility)

. No default (configurable from

SCU Remote P address/machine Yes DICOM Destination Maintenance
name b

Utility)

104 (configurable from DICOM
SCU Remote IP Port Yes Destination Maintenance Utility)

30 seconds (configurable from
SCU Remote Connection Timeout Yes DICOM Destination Maintenance

Utility)

5 Media Interchange
TomoTherapy applications do not support DICOM Media Interchange.

6 Support of Character Sets

TomoProvider and TomoUser support only SOP Instances containi